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ABOUT ME

| am a gerontologist and Assistant
Research Professor at the University
of Minnesota School of Social Work.
My research centers on:

- Predicting vulnerability fo
consumer scams and elder
financial exploitation.

- Evaluation of fraud prevention
and intervention effectiveness.

- Retirement security and
advance financial care
planning.
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Agenda

Overview of fraud, fraud data sources, and research objectives

Study 1. Consumer complaint data from the FTC

Study 2: Victim data from scammers’ “customer” relationship data

What do the findings mean for fraud research, intervention, and
prevention?

Thinking Ahead Roadmap — Advance finanical care planning as a
primary prevention strategy




Here's what | want 1o know:
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Fraud victimization is hard to measure

O(’{\(\g
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Other data sources 1o examine
fraud victim characteristics

Consumer Sentinel Scammer databases

Advantages Advantages

- Many scam types represented - Underreporting not an issue
- Federal, state, private-sector and . : : A
nonprofit data %on’rribu’rors @gscetéra’re information on finanical

) Iﬂgfégﬁ% f?odrﬁiﬁgpé'gﬁ‘sfﬂg? fraud - Can identify repeat victimization

Disadvantages Disadvantages

- Not reﬁresen’ro’rive of all victims - Only a few scam types represented
(only those who reported fraud)

- Information is self-reported
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- Inconsistent data quality




Other data sources 1o examine
fraud victim characteristics

Consumer Sentinel Scammer databases

Advantages Advantages

Both databases can be subset with neighborhood
characteristics using consumer or victim zip code.
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STUDY 1

Using consumer complaint data from the Consumer Sentinel to
examine victim risk factors and the role of emotion

Paul Witt | FTC Marti DeLiema | UMN
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Funding & acknowledgement

The research reported herein was derived in whole or in part from research

activities performed pursuant to a grant from the U.S. Social Security

édmini?frro’rion (SSA) tunded as part of the Retirement and Disability Research
onsortium.

The opinions and conclusions expressed are solely those of the authors and do
not represent the opinions or policy of SSA or any agency of the Federal
Government, including the Federal Trade Commission. Neither the United
States Government nor any agency thereof, nor any of their employees,
makes any warranty, express or implied, or assumes any legal liability or
responsibility for the accuracy, completeness, or usefulness of the contents of
this report. Reference herein 1o any specific commercial product, process or
service by trade name, trademark, manufacturer, or otherwise does not
necessarily constitute or imply endorsement, recommendation or favoring by
the United States Government or any agency thereof.
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The SSA imposter scam has
targeted millions of Americans

Scam attempts on Social Security recipients

« 46% of Americans age 18+
experienced an attempted
Social Security scam between
Oct-Dec 2020

- A full 69% of Social Security
beneficiaries have experienced
at least one Social Security
scam between Oct-Dec 2020

% of Social Security recipients

# Attempted Scams in last 3 months

SimplyWise (January 2021). Retirement Confidence Index. SimplyWise Refirement Confidence Index | SimplyWise
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SSA imposter scam complaints in
the Sentinel

273,862

Total reported SSA scams .
Cases Include consumer’'s address,

987 method of contact, method of
(o) payment, payment amount, and a
Of all complaints are narrative of what happened

reported to FTC call
center, FTC mobile, or FTC
online complaint portal
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Research questions

Among those who reported the SSA imposter scam to the FTC:
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Method

- Logistic regression analysis predicting victimization and OLS regression
predicting losses (loss amount was log tfransformed)

- N=209,334

- Quantified emotions in case narratives using the National Research
Council Canada (NRC) affect lexicon*

- Trust « Sadness s Fear « Anger « Anticipation

*Models control for number of characters in case narratives

- Applied a “gender guesser” algorithm to assign sex based on consumers’
first names

- Brought in neighborhood data from the 2018 American Community Survey
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Variables

Outcomes predicted

* (1) Reported a loss (victimization) & (2) Amount of loss in US dollars

Correlates

Age group (30-39=ref) « Sex (proxy) (female=ref)
Year complaint filed (2018=ref) « Narrative character length
Season (Spring=ref) « # of emotion words

Zip code characteristics -- frust, anticipation, fear, anger, sadness
race/ethnicity/college education

- Complaint rate by population
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Relative to 30-39-yr.-olds, young adults/teens
significantly more likely to report victimization

1.95

2.03
Age 20-29 ——0—

A= aA= A=

Age 19 and under

Age 40-49 F—0—
Age 50-59 —o—
Age 60-69 —o—
Age 70-79 o

Age 80 + —o—i

No age reported —o—

-0.5 0.5 1
Odds ratio
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/ip codes with majority minority populations are

more likely to report victimization(aside from
majority Asian zip codes)

,_]'053. Share of pop that is Black/African American

1.62
o Share of pop that is Hispanic/Latino

o 0.50
Share of pop that is Asian

Share of pop that is Native Hawaiian, Alaskam, American Indian

X .00
Share of pop that has a college education )

Male

H

Unknown sex

Lives in rural zip code

-2 -1
Odds ratio
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Trust, anticipation, and anger positively
associated with reports of victimization

Trust
Anticipation

Anger

Fear

Sadness

Text length

0.6 ) ) ) 1.1 1.2
Odds ratio




Fear and sadness negatively
associated with reports of victimization

Trust

Anticipation —o—i
1.42
Anger

Fear

Sadness

Text length 1b0

0.5 0.6 1 1.1

Odds ratio
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Who reports the greatest fraud lossese

- (Nyisims=8.777) ~4.2% of total

- Consumers ages 70 and older reported losing significantly more than
consumers in their 30s, and consumers in their teens and 20s reported
losing significantly less.

- Consumers residing in more Black communities lose less money, on
average, than consumers residing in primarily white or Asian
communifies.

- Consumers residing in more college educated areas lose more
money, on average.
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Gift cards most common payment
method for SSA imposter scam

Method of payment Proportion of total sample Median loss

Gift card/reload card 69.7% $1,500

Bank account/debit card

Credit card

Cash $13,000
Cryptocurrency 6.4% $4,900
Wire transfer $18,000
Other method

Consumers paying using wire transfer, cash, and cryptocurrency experienced the
greatest losses.
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Key poinfts

- Younger adults more likely to report victimization, but older adults
report greater losses, on average

- Consumers residing in Black and Hispanic communities more likely to
report victimization by the SSA imposter scam, but report lower losses
on average

- Emotions associated with frust, anticipation, and anger are
associated with fraud victimization and loss amount, even when
reported following the incident




N

» Findings not representative of the
entire universe of scam targets and
victims, only represents those who
reported the SSA scam

« Don't have actual data on
consumer race, education, or
gender

 Victims (relative to non-victims)
likely over-represented in the
Sentinel

« Can'tinfer causality, e.g.,
consumer feels angry when filling
out the narrative but maybe not

S— when interacting with scammers

Study 1 Study 2 Implications Prevention through planning



PRI

INTERNATIONAL

STUDY 2

Using victim databases seized from scammers to identify the
characteristics of repeat fraud victimization

Lynn Langton | RTI Ed Preble | RTI Marti DeLiema | UMN




Funding & acknowledgement

- The views expressed herein are my own and do not necessarily
reflect the views of the U.S. Postal Service or Postal Inspection
Service

- This project was supported by Award No. 2019-R2-CX-0053,
awarded by the National Institute of Justice, Office of Justice
Programs, U.S. Department of Justice. The opinions, findings,
and conclusions expressed in the presentation are those of the
authors and do not necessarily reflect those of the Department
of Justice.
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Americans mailed more than S558 million to fraud
criminals from 2011-2016

- Mass marketing scams use one or more mass-communication methods — such
as the internet, telephone, and mail — to fraudulently solicit or extract payment
from numerous prospective victims

- Mass marketing fraud using the postal service is common

- Mail scams typically involve bogus sweepstakes, lotteries, charities, and psychic
readings

- Victim may be targeted by phone initially, but instructed to send payment by mail
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My

Yes, I had very clear visions and I know your life is going to change
very soon, but only if you make the right decisions today.

- I know the life you're leading right now is not all you hoped for..
I know you're currently immersed in serious problems that are casting a
shadow over your existence.. I also know you need URGENT help sorting out
your money problems so that you can have a decent standard of living.. And,
finally, I know you deserve MUCH MORE out of life than you’re currently -
getting.

I’'ve seen you winning an initial, very large, sum of money.. I've
seen all your most urgent problems find a solution, one after the other..
I've seen a new life taking shape-on your horizon, more wonderful and
fulfilling that you could ever imagine.. I've seen joy and happiness light
up your face.. I've seen a person full of energy, getting the absolute most
out of life .. And that person is you !
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USPIS Administrative Datasets

Date Range Scam Type Size Variables

Victim age, address, place of birth,
1.45 million unique number of payments or other
Maria Duval 2004-2014 Psychic victims; 6 million correspondence, date of payment,
transactions total payment amount, mode of
payment, total funds recovered

Victim age, address, place of birth,
number of payments or other
correspondence, date of payment,
total payment amount, mode of
payment, total funds recovered

250K victims; 1

Maria Rochefort  2000-2014 Psychic - .
million transactions

Victim name, address, amount paid,
mode of payment, scam type, date
of victimization, some age data
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Fennel-Kern Fraudulent 160K victims; 850K
: 2014-2018 )
Syndicate sweepstakes tfransactions




Victimization incidents (transactions) by year

700,000
—Sweepstakes —Psychic Scams shut
600,000 down in
2014

500,000

400,
00.000 Scam shut

down after 1.5
months in
2018

300,000

# OF INCIDENTS

200,000

O /\

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
YEAR
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Research questions




First step: Data cleaning

- Add 11-digit zip codes to the data — unique to specific street address
- Clean data entries — names, addresses
- Drop non-US addresses

- De-duplicate (combine) victims with same 11-digit zip codes,
addresses and/or names

- Merge different scam databases — use machine learning to link
victims by their 11-digit zip codes, street address, and names
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Summary stafistics

Number of unique victims 163,659 1,562,211
Number of incidents / transactions 848,210 7,206,217
Mean incidents per victim 9 5
Mean losses per incident $21 $30
Mean total losses per victim $107 $139

Total fraud losses for entire scam(s) $17,498,840 $217,396,981
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At least 45% of sample are repeat
VICTIMS

- 55.1% responded to only one scam

- 12.8% responded to 2 scams

- 6.8% responded to 3 scams

- 4.4% responded to 4 scams

- 11.0% responded to 5-10 scams
- 3.4% responded to 11-15 scams
- 1.9% responded to 16-20 scams
- 4.6% responded to 21+ scams
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4.6% of victims account for 53% of losses

m % of total victims m Proportion of total losses

1x victim 2x victim 3x victim 4x victim 5-10x victim 11-15x victim 16-20x victim 21x + victim
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There Is some victim overlap across
sCams and scam types

Percent of total victims Percent of total victims

= One scamonly = Two scams = Three scams
90.2

Mean
number of
incidents

6.6

3.2

== R
Sweepstakes only Psychic scam only Both psychic and
sweepstakes
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Older victims account for a greater share
of total losses ($) and victimization incidents

45
40
35
30
25
20
15
10

5

0

39.4

mVictims —Unique incidents —Losses

PERCENT OF TOTAL

20s 30s 40s 50s 60s 70s 80s 90s +
VICTIM AGE AT FIRST TRANSACTION N= 1,526,131
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Sweepstakes scam victims are relatively
older than psychic scam victims

mVictims —Unique incidents —Losses

PERCENT OF TOTAL

50s 60s 90s +
VICTIM AGE AT FIRST TRANSACTION N=360,194
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Average losses and frequency of
victimization incidents increase with age

450
400

N

13

N

"Ué 350 =
010 miMean personal losses ($) o
'8 300 &
-E 8 —Mean # of tfransactions/victimization incidents 250 §
o 6 5
s 6 5 200 %
-g 4 150 ¢
5 4 100 ©
c 2 >
s s
- 0
20s 30s 40s /0s 80s 90s +
V|c’r|m age = 1526131
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Conftrolling on other factors...

- Females are ~7% less likely to be repeat victims than males.

- Odds of repeat victimization are 20x higher for sweepstakes scams

than psychic scams, although psychic scams are significantly more
costly.

- Victims age 65+ are approx. 2x as likely to be repeat victims than

those under age 50, and they lose hundreds of dollars more, on
average.

- Victims in more impoverished neighborhoods are less likely to be
repeat victims and lose less money, on average.




Time between victimization incidents gefts
shorter the more times a victim responds

250 235

——Psychic scams

—Sweepstakes scam

DAYS FROM PRIOR INCIDENT

42

18
5th 6th 7th 9th 10th - 15th 16th - 20th 21 +

(mean) (mean) (mean)
VICTIMIZATION INCIDENT #
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Mean amount paid per incident relatively
consistent over fime, but lower for sweepstakes

$37 S$38

$35 $35 $35 336

$31
Requested

amount
more than
doubles

$18 il

= Sweepstakes scam

m Psychic scams
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Key poinfts

- First study to systematically examine repeat fraud victimization in an applied
sample (NOT self-report)

- Repeat victimization is incredibly common, especially among older adults
- Chronic victims account for the greatest share of fraud losses
- Older adults have higher total losses, on average

- Time between victimization experiences grows shorter the more a victim responds
to scam solicitations

» Mail fraud criminals do not ask for substantially more money each time a victim
responds

Study 1 Study 2 Implications Prevention through planning ‘



IMPLICATIONS

... for fraud research, intervention, and prevention.




Implications for research

- Diverse data sources create a clearer picture of who is being harmed
by fraud

- Older victims may be underrepresented in traditional self-report
surveys and in complaint data

- Future research should examine what differentiates chronic victims
from one fime victims

- Need to partner with community organizations to better understand
fraud risk factors and fraud prevalence in minority populations.
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Implications for intervention

- Interventions should aim to protect first fime victims from subsequent
scams —i.e., prevent chronic victimization

- Victims need to be encouraged to report fraud

- Older victims lose substantially more money on average and should
be a primary focus for finanical recovery and assistance efforts
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Implications for prevention

- Gift cards, cryptocurrency exchanges, and wire transfers need
additional regulation and enforcement to curb their use in scams.
These payment methods are driving the majority of losses.

- Individuals need to consider adding financial guardrails to protect
their savings as they age.
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Majority of Americans do not plan for
financial incapacity

Have made no plans  FEEE T 46%
Have considered a POA but not completed one By 14%

Have informal plans for someone to act on my financial behalf s 14%

Have a financial POA e 23%
Have made no plans s 27%
Have considered a POA but not completed one B 13%
Have informal plans for someone to act on my financial behalf F e 35%
Have a financial POA  FEE T 46%

Have made no plans  FEE T 40%
Have considered a POA but not completed one [ 15%

Have informal plans for someone to act on my financial behalf s 17%
Have a financial POA B 28%

Have made no plans  FEEE T 56%
Have considered a POA but not completed one B 14%

Have informal plans for someone to act on my financial behalf s 14%
Have a financial POA B 16%
0% 10% 20%

All adults

+
o
N
o
[®)]
<

Age 60-69

Age 50-59




Research activities

ONLINE DISCUSSION

IN-DEPTH INTERVIEWS FOCUS GROUPS FORUM

14 professionals

(elder law attorneys, financial advisors, 1. African American
daily money managers, 120 adults age 60+

neuropsychologists, physicians, 2. Latino/Hispanic
geriatric care managers)

4 older adults 3. Low-income (< $30K) 2-week long
6 caregivers 4. Middle income ($30-75K) engagement
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What does advance financial planning entaile

Select a trusted
financial
advocate

.-?-.

Get finances
in order

Start an open
conversation Make it official
by getting a

POA

, An to transition
money

management
responsibilities

Share what
matters most
about your
money needs
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v & ThinkingAheadRoadmap

.-‘__ A GUIDE FOR KEEPING YOUR MONEY SAFE AS YOU AGE
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www.thinkingaheadroadmap.org

Thinking AheadRoadmap org
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THANK YOU!

mdeliema@umn.edu

www.marti-deliema.com




